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1 LAB ENVIRONMENT 

Always perform the malware analysis in a controlled environment and a virtual machine gives us the 

perfect opportunity to do something like this. In order to analyze the malware specimen malware.exe, a 

virtual malware analysis environment was setup using VMware Workstation 6.0.  

The host operating system is Windows Vista Ultimate SP1 with the latest patches installed. Two Virtual 

Machine (VM) images were then prepared and used to perform the analysis of malware.exe. The first 

one is Windows XP Pro SP3 with all the latest patches installed. The second virtual machine is an 

installation of BackTrack 31, a Linux distribution that resulted from the merger of WHAX2 and the Auditor 

Security Collection. In order to ensure that the virtual network is truly isolated from the physical 

interfaces of the host machine, ZoneAlarm Pro was configured on the hosting machine. In addition, 

VMware Tools was not installed on both the virtual machines to prevent any form of interaction 

between the guest operating systems and the host machine.  

The table below is a summary of the virtual network environment that was used to perform the 

malware analysis.  

Station Operating System Disk Space Memory IP Address Netmask 

HOST Windows Vista SP1 1TB 4GB 192.168.1.100 /24 

XP Windows XP Pro SP3 25GB 500MB 192.168.1.101 /24 

BackTrack 3 Linux 5GB 256MB 192.168.1.102 /24 

 

 

                                                           
1
 http://www.remote-exploit.org/backtrack.html 

2
 http://distrowatch.com/table.php?distribution=Whoppix 

http://www.remote-exploit.org/backtrack.html
http://distrowatch.com/table.php?distribution=Whoppix
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2 STATIC ANALYSIS 

2.1 Downloading the malware  

First, a zipped copy of the malware file was downloaded from the Information Security 2008 Malware 

Challenge website3. The md5 hash of malware.zip is 31d2ec3b312d0fd27940aae5c89e3787 that 

matches the one provided by the Information Security 2008 Malware challenge website. The zipped file 

was password protected with the following password: infected. Extracting the file gives us malware.exe. 

The next step was to generate the md5 hash of malware.exe. This gave an md5 hash value of 

59A95F668E1BD00F30FE8C99AF675691. I also Googled the md5 hashes of both malware.exe and 

malware.zip to see if there are any results generated. While there was none for malware.exe, a search 

for the md5 hash of malware.zip pointed to this online analysis4 

 

2.2 Virus Scan 

Traditionally, I would have scanned the malware using an Anti-Virus (AV) solution on the virtual 

machine. However, I wanted to give the malware free reign to do what it wants to do and did not wish 

to restrict the malware in any way by installing an AV product. Using an online malware analyzer 

provided by virscan.org, generated the following analysis: 

Backdoor.Win32.Rbot.b zf [Kaspersky Lab]  

W32.IRCBot [Symantec]  

W32/Sdbot.worm [McAfee]  

WORM_RBOT.GEN- 1 [Trend Micro]  

W32/Rbot - Fam, Mal/Behav - 024, Mal/IRCBot - B [Sophos]  

Backdoor:Win32/Rbot.gen [Microsoft]  

                                                           
3
 http://www.malwarechallenge.info/challenge.html 

4
 http://virscan.org/report/4d8c9a5fe9b112db137feef1cc2d1ba7.html 

http://www.malwarechallenge.info/challenge.html
http://www.malwarechallenge.info/challenge.html
http://www.malwarechallenge.info/challenge.html
http://virscan.org/report/4d8c9a5fe9b112db137feef1cc2d1ba7.html
http://virscan.org/report/480cd6bfd91d4768800ac3a285dd43cf.html
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2.3 File Information  

I wanted to verify the malware.exe is indeed an executable. Using hexdump command, I generate the 

first two bytes of the malware file which equals 0x4d5a. Converting this to ASCII gives us MZ which 

means that malware.exe is most likely an executable file. To further verify this assessment, the file 

command was used which tells us that malware.exe is an MS-DOS executable PE file.   

 

I also note the file size of malware.exe of 75264 byes, and other malware.exe file property information. 

 

The next thing I did was perform a visual inspection of the file and its properties. Taking a look at file 

properties like file name, size and other file information can give us more information on the malware 

file. I also used WinRAR to provide me additional file information on the malware.  

2.4 PE and UPX Analysis  

After confirming that malware.exe is an executable PE file, I switch to the Windows XP VM. Using a tool 

named Stud_PE, I validated that the file was packed with UPX. Stud_PE is an excellent tool using a 

database of known packing signatures, it can detect what tools/versions were used the malware file.  

 

http://www.cgsoftlabs.ro/studpe.html
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After Stud_PE determined that the binary used the UPX packing method, an attempt the unpack the 

malware gave an error that it could not unpack the binary and generated the following error.  

CantUnpackException: file is modified/hacked/protected; take care!!!  

 

This could mean two things, either Stud_PE made a mistake determining the packing method or more 

likely in this case, the binary has been mangled with to stop it from being unpacked this way.  

The authors of this malware changed the UPX version number to prevent unpacking. The UPX version 

was changed using an HEX editor from 1.24 to 3.03, and the UPX strings denoting the binary sections, 

were modified 3 times, changing each instance of UPX with ABC. Replacing ABC with UPX using a Hex 

Editor and changing the version number from 3.03 to 9.99 makes it possible to uncompress the binary 

using the standard UPX tool.  

The malware is now expanded from 75264 bytes to 169472 bytes. I also generate the md5 hash of the 

unpacked malware which is c0e5bd6d5e3579e659841b98e2cca59d 
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2.5 Strings Analysis  

After unpacking the file with UPX tool, I ran the strings command and did a simple output redirection to 

a text file for better viewing of malware.exe and see any embedded ASCII and UNICODE strings that may 

be contained in this file.  This analysis can give us clues to the composition and the various 

characteristics of this file 

strings ïo malware.exe > strings - malware.exe.txt  

The result is a text file of 3885 lines. This can be a bit hard to analyze for lack of filtering tools. I use the 

excellent BinText tool based on Windows for a quick look inside malware.exe. On the Filter tab of 

BinText, I changed the minimum text length from 5 to 15, in order to eliminate the noise produced by 

the file. This left a few useful strings as you can see below 

 

The registry keys that are being targeted by malware.exe and some of the keyǿƻǊŘǎ ǎǳŎƘ ŀǎ άƧƻƛƴέΣ 

listening on etc, all hints that we are dealing with an IRC bot. 

3 BEHAVIORAL ANALYSIS 

This section will focus on the dynamic analysis of the malware. In order to detect and monitor how this 

executable behaves, a completely new tool set will be required.  
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3.1 Tools used 

For this analysis, I will use a clean image of Windows XP SP3 with the unpacked malware.exe file being 

the only carryover from the analysis above.  

¢ƻ ŀƴŀƭȅȊŜ ǘƘŜ ƳŀƭǿŀǊŜΩǎ ŀŎǘƛǾƛǘȅΣ L ǿƛƭƭ ōŜ ǳǎƛƴƎ Process Monitor5 from Microsoft. Process Monitor 

combines the sysinternals tools, Filemon (to monitor all access to the file system), Regmon (to monitor 

all access to the Registry) and TDImon (ǘƻ ǊŜŎƻǊŘ ŀƭƭ ǳǎŀƎŜ ƻŦ ǘƘŜ ǎȅǎǘŜƳΩǎ ¢/tκLt ǎƻŎƪŜǘǎύΦ Process 

Monitor is also used to terminate any process after a short while, unless it terminates itself.  

I will be using Wireshark6 to monitor and sniff network traffic.  

Finally, I will also be using RegShot7 to perform a basic before-and-after comparison of the file system 

and registry.  

After, all the tools above were installed, a snapshot was taken of the Windows XP image.  

We are now ready to launch the malware!!! 

3.2 Memory Modifications  

There were new processes created in the system. Information that is more relevant is in the sections 

below. However, the new process name that is spawned is Winsec32.exe. 

This process is created under %Windir%\winsec32.exe and the main module size is 495,616 bytes.  

3.3 File System behavior  

Because most malware change files stored on the file system, a great way to analyze their behavior is to 

execute them on the test system and monitor the file changes. I perform this analysis using the Filemon 

tool from Sysinternals as discussed in the tools section above.  

After analyzing the data from Filemon and the malware code as detailed in section 4 Code Analysis, 

following is the list of file changes made by the malware to the system. The chronological order was 

determined after the code analysis but is included in this section. The data generated by filemon is 

further filtered to distill the data we care about. 

Chronological order of files launched/accessed by the malware 

Open File: \ \ . \ PIPE\ lsarpc (OPEN_EXISTING)  

Create/Open File: \ Device \ Tcp (OPEN_ALWAYS) 

Create/Open File: \ Device \ Ip (OPEN_ALWAYS)  

                                                           
5
 http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx 

6
 http://www.wireshark.org/ 

7
 http://sourceforge.net/projects/regshot 

http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx
http://www.wireshark.org/
http://sourceforge.net/projects/regshot
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Create/Open File: \ Device \ Ip (OPEN_ALWAYS)  

Open File: \ \ . \ Ip (OPEN_EXISTING)  

Get File Attribu tes: C: \ WINDOWS\ Winsec32.exe Flags: (SECURITY_ANONYMOUS)  

Copy File: c: \ malware.exe to C: \ WINDOWS\ Winsec32.exe  

Open File: C: \ WINDOWS\ explorer.exe (OPEN_EXISTING)  

Open File: C: \ WINDOWS\ Winsec32.exe (OPEN_EXISTING)  

Set File Time: C: \ WINDOWS\ Winsec32.exe  

Set F ile Attributes: C: \ WINDOWS\ Winsec32.exe Flags: 

(FILE_ATTRIBUTE_HIDDEN,FILE_ATTRIBUTE_READONLY,FILE_ATTRIBUTE_SYSTEM,SECURITY_ANONYMOUS) 

Open File: C: \ WINDOWS\ AppPatch \ sysmain.sdb (OPEN_EXISTING)  

Open File: C: \ WINDOWS\ AppPatch \ systest.sdb (OPEN_EXISTING)  

Open File: \ Device \ NamedPipe \ ShimViewer (OPEN_EXISTING)  

Open File: C: \ WINDOWS\  ()  

Find File: C: \ WINDOWSWinsec32.exe  

3.4 Registry  Behavior  

Using Regshot, comparing and analyzing the pre-infection and post-infection snapshots of the registry 

informs us of the following registry changes to the infected host. Also from Regshot, we can see that the 

malware is going to run as a service, so it could be more difficult to deal with. The changes also include 

new registry keys added which ensure that the malware auto-starts every time the infection host starts 

up. Another tool that was used to analyze registry behavior was Regmon from Sysinternals.  

Registry Keys added ς 2 

HKLM\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ RunServices  

HKEY_CURRENT_USER\ Software \ Microsoft \ OLE 

Registry Values added ς 4 

¢ƘŜ ǇǳǊǇƻǎŜ ƻŦ ǘƘŜ ǘǿƻ ǊŜƎƛǎǘǊȅ ǾŀƭǳŜǎ ǎƘƻǿƴ ōŜƭƻǿ ǳƴŘŜǊ ά!ǳǘƻ-ǎǘŀǊǘέ ōŜƭƻǿ ƛǎ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ǘƘŜ 

newly created svchost.exe process is triggered every time Windows boots.  

HKLM\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ Run\ Micros oft Svchost local 

services: "Winsec32.exe"  

Auto-start: 

HKLM\ SOFTWARE\ Microsoft \ Windows \ CurrentVersion \ RunServices \ Microsoft Svchost 

local services: "Winsec32.exe"  

HKEY_CURRENT_USER\ Software \ Microsoft \ OLE\ Microsoft Svchost local services: 

"Winsec32.exe"  
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This registry value change needs further analysis 

HKEY_CURRENT_USER\ Software \ Microsoft \ Windows \ CurrentVersion \ Explorer \ UserAssi

st \ {75048700 - EF1F- 11D0- 9888 - 006097DEACF9} \ Count \ HRZR_EHACNGU:P:\ Qbphzragf naq 

Frggvatf \ NW\ Qrfxgbc \ Znyjner Punyyratr 08 \ znyjner.rk r: 01 00 00 00 06 00 00 00 

60 EA 9A 54 34 35 C9 01  

¢ƘŜ ƳŀƭǿŀǊŜ ŀƭǎƻ ŎǊŜŀǘŜǎ ŀ ƳǳǘŜȄ ǘƻ ǇǊŜǾŜƴǘ ƻƴƭȅ м ōƻǘ ǇŜǊ ƛƴŦŜŎǘŜŘ ƘƻǎǘΦ ¢ƘŜ ƪŜȅ ƛǎ άwŀǎtōCƛƭŜέ ŀƴŘ 

uses this to extract the system directory, time and name of the infected machine to create the bot entry. 

3.5 Monitoring Processes and threads  

aƻƴƛǘƻǊƛƴƎ ǇǊƻŎŜǎǎŜǎ ŀƴŘ ǘƘǊŜŀŘ ŀŎǘƛǾƛǘȅ Ŏŀƴ ǊŜǾŜŀƭ ƛƳǇƻǊǘŀƴǘ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ŀ ƳŀƭǿŀǊŜΩǎ ƛƴǘŜǊƴŀƭ 

structure. I use the threads that are spawned here and create breakpoints when analyzing them in the 

code analysis section using a disassembler. While Task Manager can be used to monitor processes, 

Process Explorer from Sysinternals was used for monitoring and killing the malware when needed or any 

other unwanted tasks quickly. 

3.6 Port Monitoring  

During the initial DNS queries ōȅ ǘƘŜ ƳŀƭǿŀǊŜΣ ǿŜ ŘƻƴΩǘ ǎŜŜ ŀƴȅ ǇƻǊǘ ŀŎǘƛǾƛǘȅ ƻƴ ǘƘŜ ǿŜƭƭ ƪƴƻǿƴ Lw/ 

ports such as 6667.  

To monitor port activity, fport from Foundstone is an excellent too. Here, using netstat I monitored port 
activity after restarting the infected host. Using Process Explorer, I verified that the malware indeed 
auto-starts upon reboot. Windows machines begin allocating ephemeral client ports starting at 1024 
when the system starts up. The low client port used here suggests that the mIRC client is one of the first 
network-enabled applications that run. 
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3.7 Network Behavior  

Wireshark was used for capturing network traffic as indicated in the tools section in 3.1. As shown in the 
figure below, the malware seems to be making DNS queries to a specific site testirc1.sh1xy2bg.net. It 
ƪŜŜǇǎ ƎŜǘǘƛƴƎ ŀ ǊŜǎǇƻƴǎŜ ōŀŎƪ ǘƘŀǘ ǎǳŎƘ ŀ ǎƛǘŜ ŘƻŜǎƴΩǘ ŜȄƛǎǘΦ  
 

 
So, our malware wants to go to the internet. We need to trick the malware that it is indeed connecting 
to the testirc1 server. Rather than bringing up a DNS server on the network, I added an entry to the 
ƛƴŦŜŎǘŜŘ ƳŀŎƘƛƴŜΩǎ Ƙƻǎǘǎ ŦƛƭŜ ǘƘŀǘ ǊŜǎƻƭǾŜŘ ǘŜǎǘƛǊŎмΦǎƘмȄȅнōƎΦƴŜǘ ǘƻ Lt ŀŘŘǊŜǎǎ ŀǎ ǎƘƻǿƴ ōŜƭƻǿΦ ¢ƘŜ 
purpose of this configuration step was to redirect the trojan to a server under our control so that we can 
observe the nature of the connection that the program would make to the system whose name it was 
trying to resolve.  
 
aŀƴƛǇǳƭŀǘƛƴƎ ǘƘŜ 5b{ ǊŜŎƻǊŘǎ ƛƴ ǘƘƛǎ ŎŀǎŜ ǿŀǎ ǘǊƛǾƛŀƭΦ IŀŘ ǘƘŜ ƳŀƭǿŀǊŜΩǎ ŀǳǘƘƻǊ ƘŀǊŘ-coded an IP 
address into the program, I would have had to configure local routing tables and network parameters to 
redirect traffic to my system.  
 
 

 


