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1 LABENVIRONMENT

Always perform the malware analysis in a controlled environment and a virtual machine gives us the
perfect opportunity to do something like thig order to analyze the malware specimeralware.exe a
virtual malware analysis environment was setup usiwareWorkstation 6.0.

The host operating system is Windows Vista Ultimate SP1 with the latest patches inJtatte\drtual
Machine(VM)imageswere then preparednd usedo perform the analys ofmalware.exe The first

one is Windows XP Pro SP3 with all the latest patches installed. The second virtual machine is an
installation ofBackrack 3, a Linux distributiorthat resulted from the merger 0fVHAX and the Auditor
Security Collectiorin order to ensure that the virtual network is truly isolated from the physical
interfaces of the host machine, ZoneAlarm Pro was configured on the hosting machine. In addition,
VMware Tools was not installed on both the virtual machines to prevent any dbinteraction

between the guest operating systems and the host machine.

The table below is a summary of the virtual network environment that was used to perform the
malware analysis.

Station Operating System | Disk Space Memory IP Address Netmask
HOST Windows Vista SP] 1TB 4GB 192.168.1.100 124
XP Windows XP Pro SF 25GB 500MB 192.168.1.101 124
BackTrack 3 Linux 5GB 256MB 192.168.1.102 124

7 BackTrack 3 - VMware Workstatior
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% http://distrowatch.com/table.php?distribution=Whoppix
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2 STATIC ANALYSIS

2.1 Downloading the malware

First, a zipped copy of thmalwarefile was downloaded from thinformation Security 2008 Malware
Challenge websifeThe md5 hash of malware.zipdsd2ec3b312d0fd27940aae5c89e37BiAt

matches the one provided by the Information Security 2008 Malware clydlarebsite The zipped file

was password protected with the following passwardected. Extracting the file gives usalware.exe

The next step was to generate the md5 hash of malware.exe. This gave an md5 hash value of
59A95F668E1BDO0F30FE8C99AF6736G840 Googled the md5 hashes of both malware.exe and
malware.zip to see if there are any results generated. While there was none for malware.exe, a search
for the md5 hash of malware.zip pointed to thisline analysis

Shell - Konsole

12d0fd27940aae5¢

2.2 \Virus Scan

Traditionally, | would have scanned the malware using an\Anis (AV) solution on thertual
machine. However, | wanted to give the malware free reign to do what it warde anddid not wish
to restrict the malware in any way by installing an AV produdstngan online malware analyzer
provided byvirscan.orggenerated the following analysis:

Backdoor.Win32.Rbot.b zf [Kaspersky Lab]

W32.IRCBot [Symantec]

W32/Sdbot.worm [McAfee]

WORM_RBOT.GEMN [Trend Micro]

W32/Rbot - Fam, Mal/Behav - 024, Mal/IRCBot - B [Sophos]

Backdoor:Win32/Rbot.gen [Microsoft]

3 http://www.malwarechallenge.info/challenge.html

* http://virscan.org/report/4d8c9a5fedb112db137feeflcc2d1ba7.html
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2.3 File Information

| wanted to verify the malware.exe is indeed an execwgablsinghexdumpcommand | generate the
first two bytes of the malware file which equals 0x4d5a. Converting this to ASCII gives us MZ which
means that malware.exe is most likely an executable file. To further verify this assessmdite, the
commandwas sed which tells us that malware.exe is an-BISS executable PE file.

Shell - Konsole

_ malware.exe

S Windows (GUI) Intel

| also note the file size of malware.exe of 75264 byes, and other malware.exe file property information.

stat malware.exe

The next thing | did was perform a visual inspection of the file and its properties. Taking a look at file
properties like file name, size and other file information can give us more information on the malware
file. | also used WIinRAR to provide me adaisibfile information on the malware.

2.4 PEand UPXAnalysis

After confirming that malware.exe is an executable PEIfgavitch to the Windows XP VM. Using a tool
namedStud_PElI validated that the file wapacked with UPX. Stud_PE is an excellent tool using a
database of known packing signatures, it can detect what tools/versions were used the malware file.

s Stud_PE operating on : "malware.exe™
File Edit Tools Help

c:“documents and settingshajimy documentsimalware challenge 08\ malwaretmalware. exe

.| # Procs | = Options | <«|»
Intermal database info

-~ proga: |PEid 0.9
auth : |Shaker&Qwe
date : [15/08/2003

Ac wpt Le D atabase actions

‘Alloy 1.%.2000 > Prakash Gautam =}
APatch GUI 1.x -> Joergen Ibsen e
Armadillo 1.60a -> Silicon Realms Toolworks [ Copy t=t] [ Bescan l
_Armadillo 1.71 > Silicon Realms Toolworks i

Detection mode: { Standard * Hard searching time : 32 ms=s

Wisit Stud PE Forum | Test'it ||Rva<=>Raw]|[ File Compare | | oK |
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After Stud_PE determined that the binary used the UPX packing method, an attempt the unpack the
malware gave an error that it could not unpack the binary and generated the following error.

CantUnpackException: file is modified/hacked/protected; take care!!!

This could mean two things, either Stud_PE made a mistake determining the packing metiaek or
likely in this case, the binary has been mangled with to stop it from being unpacked this way.

The authors of this malware changed théXversion number to prevent unpackinghe UPX version

was changed using an HEX editor from 1.24 to 3.03, andBh¢strings denoting the binary sections,

were modified 3 times, changing each instance of UPX with ABC. Replacing ABC with UPX using a Hex
Editor and changing the version number from 3.03 to 9.99 makes it possible to uncompress the binary
using the standrd UPX tool.

The malware is now expanded from 75264 bytes to 169472 bli#dso generate the md5 hash of the
unpacked malware which ®e5bd6d5e3579e659841b98e2cca59d

1 - Konsole

strii
is program cannot be run in

- & Johi

Name
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2.5 Strings Analysis

After unpacking the file with UPX tool, | ran #teings commandand did a simple output redirection to

a text file for better viewing of malware.exe ande any embedded ASCIl and UNICODE strings that may
be contained in this file. This analysis can give us clues to the composition and the various
characteristics othis file

strings 10 malware.exe > strings - malware.exe.txt

The result is a text file of 3885 lines. This can be a bit hard to analyze for lack of filtering tools. | use the
excellent BinText tool based on Windows for a quick look inside malware.exe. Gitt¢ne¢ab of

BinText, | changed the minimum text length from 5 to 15, in order to eliminate the noise produced by
the file. This left a few useful strings as you can see below

7 BinText 3.01 =]

Search | Fiter | Help |

File to scan lC:\Documents and Settings\aJ\My DocumentsiMalware Challenge 08Ymalware. exe Browse I Go
vV advanced view Time taken : 0.000 secs  Text size: 25120 bytes [24.53K)
File pos | tem pos l D I Text ”~

A 00018617 00414417
A 0001362C 0041A442C
A 00018683 00414483
A 000136B4 004144B4
A 000186CS  004144C3
A 00018722 00414522
A 0001874D 0041454D
A 00018762 00414562
A 00018787 00414587
A 000187E2 0041A5E2
A 000187F7  0041A5F7
A 00018846 00414646
A 00018871 00414671
A 00013836 00414686
A 000188C6 0041A6C6
A 000188EB  0041ABEB
A 00018919 00414719
A 0001892E 0041472
A 00018970 0041477D
A 00018984 00414784
A 000133C3  0041A7CS
A 00013447 00414847

<

Echo.>>Z%temp®i1.req

Echo [HKEY_LOCAL_MACHINEMNSYSTEMACurrentControlSet\Services\NetB T\Parameters]> > Ztemp?%
Echo "TransportBindMame''=""">>%temp#\1.req =
Echo.>>%tempZ\1.reg

Echo [HKEY_LOCAL_MACHINEASYSTEM\CurrentControlSet\ServiceshShareddccess]> > ZtempZil.re
Echo "Start"'=dword: 000000043 > ZtempZi1.req

Echo.>>%temp#\1.req

Echo [HKEY_LOCAL_MACHINEASYSTEMA\CurrentControlSet\Serviceshwuauserv]> > Ztemphl.reg
Echo "Start"'=dword: 000000045 > ZtempZi1.req

Echo.>>%temp®%\1.req

Echo [HKEY_LOCAL_MACHINEASYSTEMAControlSet001\Services\wsesve]> > ZtempZh1.reg

Echo "Start"=dword:00000004> > %temp41.req

Echo.>>Z%temp®\1.req

Echo [HKEY_LOCAL_MACHINEASOFT'WARE \Microsoft\Ole]>> Ztemp%h1.reg

Echo "EnableDCOM"="N">>%temp®%\1.req

Echo "EnableRemateConnect''="N">>%tempZi1.req

Echo.>>Z%temp®\1.req

Echo [HKEY_LOCAL_MACHINEMNSYSTEMACurrentControlSethControlsLsal> > Ztemp®\1.req

Echo "restrictanonymous"'=dword: 00000001 > > %temp®\1.reg

Echo.>>Z%temp%i1.reg

Echo [HKEY_LOCAL_MACHINEMNSYSTEMACurrentControlS et\Control\S ecurityProviders\SCHANNEL'
Echo "Enabled"=hex:00> > Ztemp®\1.req v

>

Lo Q0 e e e Y e e N e e v e e e e e s e 0 s e e e Y e e

Theregistry keyshat arebeing targeted by malware.exand some of the kay 2 NR& & dzOK | &
listening on etc, all hints that we are dealing with an IRC bot.

3 BEHAVIORALANALYSIS

This section will focus on the dynamic analysis of the malware. In order to detect and monitor how this
executable behaves,@mpletelynew tool set will be required.

2 A
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3.1 Tools used

For this analysis, | will use a clean image of Windows XP SP3 with the unpacked malware.exe file being
the only carryover from the analysis above.

¢2 Fyltel S GKS YI f ¢ MBeRsiMohitGritoin Bicrdsdfz PrdcesssMohitbr 6 S dz&
combines the sysinternals tools, Filemon (to monitor all access to the file system), Regmon (to monitor

all access to the Registry) and TDImdor2( NBEO2NR |t f dzal 3S 2Hrocés&KS &e a|S

Monitor is alsoused to terminate any process after a short while, unless it terminates itself.
I will be usingWireshark to monitor and sniff network tffic.

Finally,l will also be usinRegShdtto perform a basic beforand-after comparison of the file system
and registry.

Atfter, all the tools above were installed, a snapshot was taken of theldis XP image.

We are now ready to launch the malware!!!

3.2 Memory Modifications

There were new processes created in the system. Information that is more relevant is in the sections
below. However, the new process name that is spawntlirssec32.exe

This pocess is created under %Windi®insec32.exe and the main module size is 495,616 bytes.

3.3 File System behavior

Because most malware change files stored on the file system, a great way to analyze their behavior is to
execute them on the test system and mtmithe file changes. | perform this analysis using the Filemon
tool from Sysinternals as discussed in the tools section above.

After analyzing the data from Filemon and the malware code as detailed in section 4 Code Analysis,
following is the list of f@ changes made by the malware to the system. The chronological order was
determined after the code analysis but is included in this secfitve data generated by filemon is
further filtered to distill the data we care about.

Chronological order of filetaunched/accessed by the malware

Open File: \\ . \ PIPE\ Isarpc (OPEN_EXISTING)
Create/Open File: \ Device \ Tcp (OPEN_ALWAYS)

Create/Open File: \ Device \ Ip (OPEN_ALWAYS)

° http://technet.microsoft.com/enus/sysinternals/bb896645.aspx
6 http://www.wireshark.org/

" http://sourceforge.net/projects/regshot

%


http://technet.microsoft.com/en-us/sysinternals/bb896645.aspx
http://www.wireshark.org/
http://sourceforge.net/projects/regshot
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Create/Open File: \ Device \ Ip (OPEN_ALWAYS)

Open File: \\. \Ip (OPEN_EXISTING)

Get File Attribu tes: C:  \ WINDOWSWNinsec32.exe Flags: (SECURITY_ANONYMOUS)
Copy File: c: \ malware.exe to C: \ WINDOWSNVinsec32.exe

Open File: C: \ WINDOWSxplorer.exe (OPEN_EXISTING)

Open File: C: \ WINDOWSWVinsec32.exe (OPEN_EXISTING)

Set File Time: C: \ WINDOWSWinsec32.exe

Set F ile Attributes: C: \ WINDOWSWNinsec32.exe Flags:
(FILE_ATTRIBUTE_HIDDEN,FILE_ATTRIBUTE_READONLY,FILE_ATTRIBUTE_SYSTEM,SECURITY_ANONYMOUS)

Open File: C: \ WINDOWSAppPatch \ sysmain.sdb (OPEN_EXISTING)
Open File: C: \ WINDOWSAppPatch \ systest.sdb (OPEN_EXISTING)
Open File: \ Device \ NamedPipe\ ShimViewer (OPEN_EXISTING)
Open File: C: \ WINDOWSS ()

Find File: C: \ WINDOWSWinsec32.exe

3.4 Registry Behavior

Using Regshotomparing and analyzing the piefection and posinfection snapshotsf the registry

informs us of thdollowing registry changes to the infected ho&tso from Regshot, we caee that the
malware is going to run as a service, so it could be more difficult to deal with. The changes also include
new registry keys added which ensure that the malware aots every time the infection host starts

up. Another tool that was used to analyze registry behavior was Regmon from Sysinternals.

Registry Keys added 2

HKLM SOFTWARBMicrosoft \ Windows\ CurrentVersion \ RunServices
HKEY_CURRENT_USERoftware \ Microsoft \ OLE

Registry Values addedq4

¢KS LiJdzN1J32asS 2F (GKS (g2 NBIARGINBIG &I d 84SH6 aXKR sy2 05
newly created svchost.exe process is triggered every time Windows boots.

HKLM SOFTWARBVicrosoft \ Windows\ CurrentVersion \ Run\ Micros oft Svchost local
services: "Winsec32.exe"

Auto-start:

HKLM SOFTWARBMicrosoft \ Windows\ CurrentVersion \ RunServices \ Microsoft Svchost
local services: "Winsec32.exe"

HKEY_ CURRENT_USERoftware \ Microsoft \ OLB Microsoft Svchost local services:
"Winsec32.exe"

M 2




Malware Analysis Ajit Gaddam (www.root77¢om)

This registry value change needs further analysis

HKEY_CURRENT_USERoftware \ Microsoft \ Windows\ CurrentVersion \ Explorer \ UserAssi
st \ {75048700 - EF1F- 11DO0- 9888 - 006097DEACF9}\ Count \ HRZR_EHACNGU:R:Qbphzragf naq
Frggvatf \ NWQrfxgbc \ Znyjner Punyyratr 08 \ znyjner.rk  r: 01 00 00 00 06 00 00 00

60 EA 9A 54 34 35 C9 01

¢KS YIEglINB +fa2 ONBIGSa | YdziSE (G2 LINB@GSyi 2yt
uses this to extract the system directory, time and name of the infected machine to create the bat entry

3.5 Monitoring Processes and threads

a2yAld2NAyYy3 LINRPOSaasSa FyR GKNBIFIR FOGA@AGe OFy NB
structure. | use the threads that are spawned here and create breakpoints when analyzing them in the
code analysis sedtn using a disassembler. While Task Manager can be used to monitor processes,
Process Explorer from Sysinternals was used for monitoring and killing the malware when needed or any
other unwanted tasks quickly.

3.6 Port Monitoring
During the initial DNS queri@seé G KS Yl f g1 NBX ¢S R2y Qi aSS rye Lk
ports such as 6667.

To monitor port activity, fport from Foundstone is an excellent too. Here, using netstat | monitored port
activity after restarting the infected host. Using ProcEsplorer, | verified that the malware indeed
auto-starts upon reboot. Windows machines begin allocating ephemeral client ports starting at 1024
when the system starts up. The low client port used here suggests that the mIRC client is one of the first
network-enabled applications that run.

e C:AWINDOWS\system32\cmd.exe

C:\Documents and Settings\AJ>netstat —ano
Aictive Connections

State
LISTENING
LISTENING
LISTENING
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
LISTENING

Proto Local Address

TCP 8.8.8.8:135

TICP B.8.0.0:445

TCP 127.8.6.1:1825
TCP 127.0.8.1:1919
TCP 127.6.0.1:1928
TCP 127.0.8.1:1921
TCP 127.0.6.1:1922
TICP 192.168.1.181:139
UDP 8.8.8.8:445

UDP 8.0.0.0:5008

UDP 8.0.0.8:450808

UDP 127.0.0.1:123

UDP 127.0.0.1:1966
UDP 192.168.1.1681:123
UDP 192.168.1.1681:137
UDP 192.168.1.181:138
UDP 192.168.1.1681:19600

R W

XX K X X X X X X
XK K X X X X X X

C:\Documents and Settings\AJ>

@S

NJIi
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3.7 Network Behavior

Wireshark was used for capturing network traffic as indicated in the tools section in 3.1. As shown in the
figure below, the malware seems to be making DNS queries to a specitiessitel.sh1xy2bg.et. It
15SL1Aa 3ISddAy3 I NBaLRyaS ol O1 GKIFIG adzOK F aAxdas

"4 (Untitled) - Wireshark

File Edit WYew Go Capture Analyze Statistics Help

Beoee BEXRE AesaTL|BE QAN #BS % B

Eilter:: [i= Expression... Clear Apply
Source Destination Protocol Infa ¢

L 05.24. 4.1 LY. LoN. L. LUl (BI=S sTanmaro guery response, No sucn name

[ R P 1 e 0 65.24.7.10 DNS Standard guery A testircl.shlxy2bg. NET.ne
65.24.7.10 192.168.1.101 DNS Standard guery response, No such name

1 152.168.1.101 65.24.7.10 DNS Standard guery A testircl.shlxy2bg. NET
65.24.7.10 1592.168.1.101 DNS Standard guery response, No such name

EEoZaie 8T AL 65.24.7.10 DNS Standard guery A testircl.shlxy2bg.NET.ne

I 65.24.7.10 192.168.1.101 DNS Standard guery response, No such name
152.168.1.101 65.24.7.10 DNS Standard guery A testircl.shlxy2bg. NET
65.24.7.10 192.168.1.101 DNS Standard query response, No such name

. 152.168.1.101 65.24.7.10 DNS Standard guery A testircl.shlxy2bg. NET.ne

O e e o) 192.168.1.101 DNS Standard guery response, No such name

' 152.168.1.101 65.24.7.10 DNS standard guery A testircl.shlxyZbg. NET

L 65.24.7.10 192.168.1.101 DNS Standard query response, No such name

o 192.168.1.101 65.24.7.10 DNS Standard guery A testircl.shlxy2bg. NET.ne

. 65.24.7.10 152.168.1.101 DNS Standard guery response, No such name
192.168.1.101 65.24.7.10 DNS Standard guery A testircl.shlxy2bg. NET
65.24.7.10 1592.168.1.101 DNS Standard query response, No such name

< ‘ >

So, our malware wants to go to the internet. We need to trick the malware that it is indeed connecting
to the testircl serverRather than bringing up a DNS server on the networdidéd an entry to the

A 2 4 A x

AYFSOGSR YIOKAYySQa Kz2ada FAES (GKIFd NBaz2t gSR (GSa

purpose of this configuration step was to redirect the trojan to a server under our control so that we can
observe the nature of the emection that the program would make to the system whose name it was
trying to resolve.

al yALMzE F GAy3a GKS 5b{ NBO2NRa AYy UKAIchdedddn®PS 41 &
address into the program, | would have had to configure local rousiblgs and network parameters to
redirect traffic to my system.

lj
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