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Lab Environment . 
My malware lab is hosted in VMWare Workstation 6.5.  The use of virtualization software makes it 

easier to reverse engineer and analyze malware without infecting the host system.  What OS are you 

ǳǎƛƴƎΣ ǿƘŀǘ ǘƻƻƭǎ ŀǊŜ ƛƴ ǘƘƛǎ ŜƴǾƛǊƻƴƳŜƴǘΣ ƛǎ ǘƘŜǊŜ ŀ ƴŜǘǿƻǊƪ ŜƴǾƛǊƻƴƳŜƴǘ ƻǊ ƛǎ ƛǘ Ƨǳǎǘ ŀ ǎƛƴƎƭŜ ƘƻǎǘΧ 

It is prudent to ensure that your virtual machine is completely separated from both the host, and the 

internet.  This helps prevent infecting the host or other machines.   

Malware Packaging  
The first step I take when analyzing an unknown executable is to open the file using PEiD.  PEiD lets you 

detect if an executable is packed or encrypted, as well as identify details about the compiler.  Packing 

and encrypting are ways to compress or scramble executables.  This is done for a variety of reasons, 

including to reduce file size, as well as to make the executable harder to reverse engineer.   

 

Upon opening the file in PEiD, we see that the EP Section is named άABC1έ.  A normal uncompressed 

executable will generally have ά.textέ listed here.  This represents the section in the executable that 

contains the machine code.  We can access the section viewer by pressing the button next to άABC1έ.   
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This reveals the various section names in the executable.  These do not appear to match a standard 

uncompressed executable.  We would otherwise expect to section headers such as .text and .rdata.   

 

CƛƴŀƭƭȅΣ ǿŜ Ŏŀƴ ŀŎŎŜǎǎ ǘƘŜ ŜȄǘǊŀ ƛƴŦƻǊƳŀǘƛƻƴ ŀōƻǳǘ ǘƘŜ ŦƛƭŜ ōȅ ŎƭƛŎƪƛƴƎ ƻƴ ǘƘŜ άҔҔ ҔҔέ ǎȅƳōƻƭ .  This lets us 

find out more details about the sample, including calculating its entropy.  This is a measure of the 

degree of randomness present in the sample.  The higher the  randomness value is, the more likely it is 

that the executable is encrypted.   

PEiD also indicates that the file is likely packed with UPX.  How do you know this? UPX is a common 

packer used to decrease file size.  If we attempt to use UPX to decompress the file, UPX declares that the 

sample cannot be unpacked. 
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 If we open the άmalware.exeέ file in a hex editor, we find that several strings have been edited to 

modify the UPX signature.  We can edit the sample executable to have the UPX signature strings.  I have 

created a patch that converts the άmalware.exeέ to the executable compressed by UPX.  This patch can 

be applied by running the following command (assuming that you have Cygwin tools in your path) 

άpatch --binary malware.exe malware.patchέ

  

Once we have edited the άmalware.exeέ, we can then decompress it via UPX.  

 

This gives us the original, uncompressed binary.  By compressing the uncompressed binary, and testing 

the output we can determine that the original executable was created by UPX version 3.03, with the ά-8έ 

parameter.  This controls the level of compression in the output file.   

When we open up the newly decompressed binary in PEiD, we see that the file is no longer packed.  
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Botid is used as a version number for 

the bot.  This is also used to prevent a 

bot from attempting to update itself 

to the same version.   

 

Pre-execution Analysis  
While it is possible to analyze malware without running it, I personally feel it is more efficient to use a 

combination of static and dynamic analysis.  This also allows you to step through the process execution 

flow in a debugger, and watch what the malware does.   

However, it is possible to gain an understanding of the malware by looking at strings for the malware,  

 

Malware Behavior  
 

1) When the malware is first executed, it attempts to create a mutex 

named 1.  It attempts to create a mutex named 1 because 1 is the 

botid value for this particular piece of malware.  If the mutex 

already exists, then the malware will exit.  This is to prevent 

multiple copies of the same malware from running on the same 

system.  Whats a mutex 

2) The malware will then check to see if it is running in the Windows directory.   

3) If it is not, it will copy itself to the windows directory, generally άc:\windowsέ. 

4) It will then set the modified, created, and accessed dates for the created file to match that of 

c:\windows\explorer.exe.   

5) Next, it willset the read only, hidden, and system attributes for the created file.   

6) Open a handle to the current process. aŀƪŜ ǘƘƛǎ ŀ ŎƻƳǇƭŜǘŜ ǎŜƴǘŜƴŎŜΧ 

7) It will then execute the newly created file, calling it with the parameters handle, and the name 

of the currently running process. 

8) Waits for 200 seconds ŎƻƳǇƭŜǘŜ ǎŜƴǘŜƴŎŜΧ 

9) Exits the malware process.  /ƻƳǇƭŜǘŜ ǎŜƴǘŜƴŎŜΧΦΦ 

10) If it is running from the Windows directory, it will create 3 registry keys to enable the malware 

to autostart.  These registry keys are documented in άmalware.regέ. 
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11) What if its not running from the windows directory 

1) Create Mutex 

named botid (1)

2) Running from the 

windows directory?

ExitNot Successful

Successful

3) Copy to 

windir\

Winsec32.exe

10) Create 

registry keys 

for startup

No

Yes

4) Set time to 

match 

explorer.exe

5) Set hidden 

system and 

readonly 

attributes

6) Open 

Handle to 

Current 

Process

7) Execute c:\

windows\

Winsec32.exe, 

parameters include 

handle to the original 

process

8) Wait 200 

Seconds

9) Exit 

OriginalProces

s

11) Main Loop
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Figure 1: Malware execution flow 

Command and Control  
 

This malware uses an IRC command and control server.  The malware attempts to connect to an IRC 

server on άtestirc1.sh1xy2bg.NETΦέ  It creates a random nickname with a prefix based on the OS system 

default locale and operating system version.  For example, with a Windows XP installation in the US it 

will use the prefix USA[XP].  It will append a random series of digits up to the maximum nick length from 

the server or 7 characters, whichever is shorter.   

It will then join the channel ά#chalengeέ with the channel password άhappy12έΦ  If it is the first user in 

the channel, it will set ǘƘŜ ŎƘŀƴƴŜƭ ǘƻǇƛŎ ǘƻ ά.asc vnc 100 0 0 -r ςbέΦ  hǘƘŜǊǿƛǎŜΣ ƛǘ ǿƛƭƭ ŜȄŜŎǳǘŜ ǿƘŀǘŜǾŜǊ 

commands are set in the topic.   

 

Controlling the Malware  
 

¢ƻ ŎƻƴǘǊƻƭ ǘƘŜ ƳŀƭǿŀǊŜΣ ȅƻǳ Ƴǳǎǘ ƘŀǾŜ ŀ ƘƻǎǘƳŀǎƪ ƳŀǘŎƘƛƴƎ άϝΦ@ƭŜƎŀƭƛȊŜΦƛǘέΦ  LŦ ǎƻΣ ȅƻǳ Ƴŀȅ ƭƻƎƛƴ ǘƻ 

the server wƛǘƘ ǘƘŜ ŎƻƳƳŀƴŘ άΦƭƻƎƛƴ ƎŜƳǇмноέΦ  ¢ƻ ŀŎŎƻƳǇƭƛǎƘ ǘƘƛǎΣ L Ǌŀƴ ŀ ƭƻŎŀƭ ŎƻǇȅ ƻŦ ōƛǊŎΦŘΣ ŀƴ ƛǊŎ 

server.  I then edited the άc:\windows\system32\έ to redirect DNS lookups for άtestirc1.sh1xy2bg.netέ 

to connect to 127.0.0.1.  This allowed me to connect to the IRC server, and run commands.  These 

commands are all documented in άcommands.htmέΦ 

After I opened the executable in IDA Pro freeware (4.9), I used the strings view to examine for possible 

command strings.   
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Double clicking on άirc.aaέ takes us to that location in IDA View-A. 

 

Selecting άaIrc_aaέ and pressing x opens up the xrefs window.  This shows us all the locations where the 

current address is referenced, and lets us jump to them.   

 

After jumping to the location, we find ourselves in the middle of the malwareΩs main loop.   
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After scrolling up, we find ourselves at the location άsub_403EF2+BE1έ.  This appears to be the start of 

the IRC commands for the bot.  

 

We see that the pointer to the string being compared is first moved to the register άediέ, and then 

pushed on to the stack.  Then, the pointer to άrndnickέ is pushed onto the stack.  The function άstrcmpέ 

is then called, comparing the two values.  If the two are equal, then the execution flow jumps to 

άloc_408969έ.   

By reading through the subroutine άsub_403EF2έ, I compiled a list of all the string comparisons, and 

then went through testing and documenting the commands.   

Malware Commands  
 

The commands are documented in άcommandreference.pdfέ but this section highlights a few 

commands.   

keylog.on|keylo g.off.   
This command starts a key logger that will send the logged keystrokes to the ά#chalengeέ channel.  If 

you issue the command ά.keylog.on payέ it will only log keystrokes when the window title contains 

specified strings.  This is a list of the title strings the malware checks for.   

e- gold  
PayPal  
StormPay 
WorldPay 
Fotolog.net  
Terra -  Fotolog  
Yahoo!  
Domain Search  
Bienvenido a Gmail  
Welcome to Gmail  
Domain Name Registration  
Domain Name 
My Account Login  
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<@AJollyLife> .secure  
<JollysPetMalware> RealmBoT (secure.p.l.g) .»».  DCOM disabled.  
<JollysPetMalware> RealmBoT (secure.p.l.g) .»».  Restricted access to the IPC$ 
Share.  
<JollysPetMalware> RealmBoT (secure.p.l.g) .»».  Failed to delete 'IPC$' shar e.  
<JollysPetMalware> RealmBoT (secure.p.l.g) .»».  Share 'ADMIN$' deleted.  
<JollysPetMalware> RealmBoT (secure.p.l.g) .»».  Share 'C$' deleted.  
<JollysPetMalware> RealmBoT (secure.p.l.g) .»».  Network shares deleted.  
 

MercadoLivre Brasil  
Iniciar sesión  
 

secure|lockdow n.off  
This command will enable or disable basic security features for the infected host.   

 

killprocess  
This will kill a process by its name.  However, if more than one process is running, it will only kill the first 

process.   

visit  
This will visit the URL specified, including the referrer.  However, if no referrer is specified, the bot will 

ǎǇŜŎƛŦȅ ƛǘǎ ǊŜŦŜǊǊŜǊ ŀǎ άl..ò 

.asc vnc 
This allows for scanning of for VNC servers.  It appears to attempt to check for RealVNC version 4.1.1 

servers, and if so uses an authentication bypass exploit to connect to the VNC server and then have it 

download and execute http://www.Nivdav.net/WinSec32.exe  

Malware Classification  
I would classify this malware as a backdoor, specifically an IRC bot.  The malware provides for remote 

access to the infected system, bypassing normal authentication mechanisms.  This is the definition of a 

backdoor.  Its use of IRC for its command and control channel classifies it as an IRC bot.   

Malware Purpose  
LǘΩǎ ƘŀǊŘ ǘƻ ŘŜǘŜǊƳƛƴŜ ǘƘŜ ǇǳǊǇƻǎŜ ƻŦ ŀ ǇƛŜŎŜ ƻŦ Ƴŀƭǿare by just looking at its functionality.  However, 

we do know that it provides for backdoor access to the infected system.  It also allows for key stroke 

logging, and DOS attacks.   

http://www.nivdav.net/WinSec32.exe
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AJollyLife changes topic to '.remove'  
* Joins: USA[XP]9224323 (~akufqbzp@testirc1.sh1xy2bg.net)  
* Quits: USA[XP]9224323 (~akufqbzp@testirc1.sh1xy2bg.net) (Read error: Connection 
reset by peer)  

@ECHO OFF 
REM deletemalware.cmd  
task kill  /F /IM Winsec32.exe  
Echo Windows Registry Editor Version 5.00>%temp% \ 1.reg  
Echo 
[HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion \ Run]>>%temp%\ 1.reg  
Echo "Microsoft Svchost local services" = - >>%temp%\ 1.reg  
Echo 
[HKEY_LOCAL_MACHINE\ SOFTWARE\ Microsoft \ Windows\ CurrentVersion \ RunServices]>>%temp
%\ 1.reg  
Echo "Microsoft Svchost local services" = - >>%temp%\ 1.reg  
Echo [HKEY_CURRENT_USER\ Software \ Microsoft \ OLE]>>%temp%\ 1.reg  
Echo "Microsoft Svchost local services" = - >>%temp%\ 1.reg  
START /WAIT REGEDIT /S %temp%\ 1.reg  
DEL %temp%\ 1.reg  

Malware Source Code 
In general, it is quite difficult to take compiled machine code and convert it into source code.  Even if 

you can generate code that compilesyou will lose variable names and comments if not more.  That being 

said, decompilers can make your job as a reverse engineer a lot easier.  Hex-Rays decompiler is 

suppoǎŜŘ ǘƻ ōŜ ƻƴŜ ƻŦ ǘƘŜ ōŜǎǘ ŘŜŎƻƳǇƛƭŜǊǎΣ ōǳǘ ŀǘ Ϸннфф ŀ ƭƛŎŜƴǎŜΣ ƛǘΩǎ ǇǊƛŎŜŘ ƻǳǘ ƻŦ ǊŜŀŎƘ ŦƻǊ Ƴƻǎǘ 

students.  In this case, searching for strings found in the malware led me to the following file.  

http://darksun.ws/download/Bots/Crx-realmbot.VNC.exploit.and.RFI-(rfi.not.tested).rar   

The source code is not identical to that of the malware, however it is fairly close.  Reading the source 

code greatly helped enhance my understanding of the malware sample, and was confirmed by reading 

the disassembly.   

Creating a Custom Detection and Removal Tool  
 

If we are just attempting to check if this particular variant of the malware is present, it is trivial to check 

if the file άWinsec32.exeέ exists in the Windows directory, and if so delete it.  Then you could delete the 

registry settings forcing the malware to start.  For example: 

 

If this is on a company network, the easiest method would be to change the firewall to redirect all 

connections to a άtestirc1.sh1xy2bg.NETέ to a local IRC server.  If you change the topic of the 

ά#chalengeέ channel to ά.removeέ, every malware connecting to the channel will automatically cleanly 

delete itself.   

http://darksun.ws/download/Bots/Crx-realmbot.VNC.exploit.and.RFI-(rfi.not.tested).rar
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If I needed to create a detection and removal tool to detect multiple variants of this malware, I would 

create my own antivirus signatures for the malware.  ClamAV in particular allows for manual antivirus 

signature creation.  This would also allow for scanning of the signature strings for processes running.   

Appendix:  Included files.   
malware.patch.  This is a patch to patch the malware.exe file to include the UPX strings.   

decompressed.exe  - This is the decompressed malware.   

malware.reg ς This has the registry settings that the malware sets.   

deletemalware.cmd ς This removes the malware from the system.   

commandreference.pdf ς This has the malware commands.  The format and some of the information 

was taken from http://jarryd.onestop.net/bottom.php?server=jarryd.onestop.net&file=/rxbot-

howto.html  


